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Cloud CRM solution

integrated with a web portal for
a scrub suit vending machine supplier



About

WaveAccess is a results focused software development company that provides
high quality software outsourcing services to hundreds of emerging and
established companies globally. We use our technical expertise to increase
business efficiencies, optimize slow or unreliable systems, recover projects that
have gone off track and bring ambitious ideas to life.
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Project Review

WaveAccess has partnered with ScrubPort, a US-based medical uniform supplier,
to develop a comprehensive IT solution for providing disposable scrub sets for
healthcare professionals at medical care facilities through vending machines. The
solution connects the CRM system with user portals and with vending machine
API, allowing for reliability, flexibility, and transparency.

| Project requirements

In the US, it is a common practice for healthcare professionals to share working hours
between two or more hospitals in one day. With schedules this busy, they sometimes
do not have time to change their medical attire when leaving the hospital, increasing
the risk of infection transmission outside the healthcare facility. Scrubs vending
machines intended to minimize this risk, making it possible for doctors to get a
prepaid set of disposable scrubs right at the entrance to the hospital.

Scrubs are relatively inexpensive, but are intended for use by healthcare
professionals only — so the vendor had to prevent their machines from issuing
scrubs to non-professionals. For this reason, a web portal was launched to
register healthcare professionals as customers and manage their billing. When
arriving at the hospital, the customer just enters their ID and PIN code at a vending
machine and gets their sterile set of scrubs.

The vendor’s sales department can collect scrub sales data from each machine
in every hospital. Hospitals also need vending machine data to calculate their sales
commision. Also, the pricing includes sales tax, which is different from state to state.

Therefore, the scrub vendor wanted a solution with the following requirements:

— Being able to add funds to the client’s account balance through the online
portal and/or automatic charging;

— At the hospital, allows the client to get a prepaid sterile scrubs using their client
ID and PIN;

— Gathering sales data and making reports for all stakeholders: business owners,
scrubs vendors, hospitals, and clients.

One of the main requirements was to avoid in-house infrastructure, so the
solution was to be implemented in a cloud service.



| Architecture choice

At the start of the project, the vendor only had vending machines with an
application programming interface (API). WaveAccess had to integrate them
with a future CRM system, which was implemented using a special processing
gateway. This gateway also acts as a safety net to conduct transactions in case
the CRM system is not available.

— Microsoft Dynamics 365 CRM is the main solution backend, it tracks all
actions and entities — from user IDs to their transactions. Microsoft Dynamics
365 CRM hosts the entire system in the cloud in geographical proximity to the
end user.

— Processing gateway is synchronized with the CRM almost in real time. The
gateway interacts with the vending machine API through a machine integrator
provider.

— Front End Customer Portal allows the healthcare specialists to register in the
system and credit their account to purchase the scrubs. Automatic account
topping is also available.
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| Solution Details

Microsoft Dynamics CRM is the main data storage for all system components. It
helps the business track all accounts and gathers statistics.

&2 | Dynamics 365 +~  RepScrubs ~ > _ 9 i & ? .
b

0 Mew Alert (1) Latest: You've got an aert for the maibon ‘WaveAcczes, WavaDey, TAODZ0TT 205 P Wew Aerts

4 NEw W DELETE | = [DOCMIX e emMalLAunk |+ [FIEXCELTEMPLATES - N, EXPORTTOEXCEL = W IMPORTDATA = alicrarTpame = BE=view

+ Available Reports v _ 0
W Name b Repert Tyoe De ¥y a ¢
b Bccount Distribution Reportng Servic. tterns in top revenue-gen..
A Reporfing Servic., 12:30.. WYiew a one-page overvew of an &cCO.
b Account Summnary Reperting Senvic. . View a chrorologiczl summary of an ..
¥ Activites Reporting Servic,.  $/24/2017 12:32...
3 Reperting Servic..
Beporting Servic.. 4/2
3 Feporfing Servic.
Reperfing Servic..
b Reperfing Senvic.,
Reporting Senvic.
3 Reporiing Servic.,
Reparting Servic.. 2:30... Compare your lead seurces.
] Reperting Senvic. 30.. ldentify accounts that have rct been..
Reperting Servic.. . Identify hat hawve not been cor..,
3 Reperting Senvic.. 12:37... Identiny ¥ not been cor...
Feporting Servic.. 017 12:32..  View an order and its line items. L}
(3 REpering Servic. 2:30... Wiew products thet are used by an ac..
Reperting Servic.. 2. View producis are Used by 3 con..,
3 Reperting Semvic. ig
Feporting Senvic..
Reperting Semvic. les perfDImance.
3 Reporing Ssnvic. 231 View articipated potential szles
-

Microsoft Dynamics CRM user interface

CRM system, along with the processing gateway, is integrated with payment
systems. It uses a token-based system by Heartland API to track credit card
transactions. It saves time and effort to undergo the yearly PCI (Payment Card
Industry) certification required for companies that work with credit card holders.

Payment system token is also stored in the CRM system, allowing the customer
to make a purchase even if they have forgotten to refill the deposit. In this case
the customer can call the operator, and based on their Client ID the operator will
process the transaction and the customer will get their scrub set right away.

The payment system reduces the PCI DSS scope and saves on the yearly PCI
validation: the only requirement is to fill in and submit the SAQ-A form.

Gateway processing integration allows vending machine API to interact with the
intermediator database. The gateway authorizes user IDs, and serves as a fail
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proof: even if the CRM system and/or web service is down, the transactions will
still be processed.

WaveAccess SynclT is a way to maintain a bi-directional synchronization between
the CRM system and the cloud storage. SynclT is WaveAccess's own product to
synchronize different data sources. It uses its own script language, development
environment with a debugger (IDEA) and an unified interface.

View Run Tools Help
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H<acript>

€!l—— AguirreFields@prod -->
<set Threadl="stagic System.I ng. Inreadh i
<zet DateTim o Syatem.DateTime"/>
€get war="doStarcad>{DateTime .Now}</set>
<logrStarted at {dtStarted}</log>
<oet war="Totals 2"5{0}</2et>
<Eet Var ">{0}</5et>
<get war="AttachmentCounci">{0}</set>
<gelect from="crmliguirre” entity="activitymimeattachment” wvar="crmhAttachmenta®>
i <attr pame="activitymimeattachmentid"/>
<attr pame="activityid"/>

<attr name="go
<atbtr name="files 2
| <attr-names"filesize"/>
</fselect>
<log>{DateTime .Now} :Attachments '{crmAttachments.Count}' are loaded...</log>

<for var="crmAttachment” in="crmittachmenta">
<l—=<log>»{crmiccachment }</logyr—->>

<get wvar="RrttachmentCount"s>{AttachmentCount + 1}</zet>

<if condition= efilesize gt O"

: <set wvar=s 1 "»{TotalS3izeBytes + crmAttachment.filesize}</set>
i <get. var="RAttact Countifs{AttachmentCountl + 1}</zet>

</fif>

fffor>

Data synchronization. A WaveAccess SynclT script

When there is a lot of data, the vending machines will send a lot of requests
(such as gateway open request for example). These requests are collected by the
intermediator base, not the CRM system directly. The intermediator base is then
synchronized with the CRM system via SynclIT scripts. The data transferred is
client deposit balance, new price lists, new products, user blacklist, and so on.

SynclT uses Microsoft Application Insights for analytics, performance counters,
and logging. The apps are synchronized on a real-time basis.

Microsoft Power Bl is used to make analytical reports and visualize data.

The user portal is implemented using the ASP.NET MVC technology, and it
contains user, distributor, and point-of-sale administrator sections. The portal gives
access to data stored in Microsoft CRM. Registering at this portal is mandatory,
the credit card number is requested and checked on registration.
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Member Registration

Personal information
First narme Middle name Last name

Alex Enter middle name Enter last name

Company information

Company name Hospiral that mandated their enroliment
Enter company name Select hospital r
Address
Street address 1 Street address 2
Enter street address 1 Enter street address 2
Country City State/Province Zip
UsA - Enter aty Select state - Enter zip

Contact information
Email address Cell phone number

Enter email address Enter cell phone number

Verification code

verification code will be sent to your cell phone or emall. Fiease enter the code before

continue registration.
Verification code

e Email
| Send the code Enter the code \erify
Cell phone

Payment information

Name on card Please provide a credit card to be kept on file.

Enter name on card For your convenience end access to REPSCRUBS®
without delay, may we suggest you keep the
Name on card automatic replenishment option and a larger
PRSI R ST ST S S replenishment balance? Again, when your
balanres drops below $20.00 your account will
Explration date cve be replenished from the credit card on file.
mmiyy KX This feature will 2nsure you will always have

access o REPSCRUBS®E:
| Copy member address

Street address 1 Street address 2
Enter street address 1 Enter streat address 2
Country City State/Province Zip
USA * Enter oty Select state b Enter zip

Membership ID & PIN
(2) Your membership ID () Your PIN

PPTH-038631 4701

Complete reg

©2013-2016 VendNovation

New user registration page

When registration is completed, the portal sends the account PIN and ID to the
client by any preferred means (SMS or email). Using these PIN and ID, the user
can now purchase scrub sets. The portal also allows for changing user data and
contacting the support team to solve problems.



Support tickets

Terms of service

Account management / Transaction History

Transaction History

(8 Account id:

RSVIM-0345892

& Balance: ¥ Renew

$95.00

Transaction Type Description = Amount
09:21 pm 01/30/2017 vending Purchases LARGE REPSCRUBS 596267-RSLG $4.59
08:01 pm 01/30/2017 Membership fee DOUBLE EXTRA-LARGE COVERALLS 596267-CAZX $3.99
07:52 pm 01/30/2017 Yending Purchases LARGE REPSCRUBS 596267-RSLG £4.59
07:48 pm 01/30/2017 Vending Purchases MEDILIM LABCOATS 536267-LCMD $2.99
0746 pm 01/30/2017 Membership Tee EXTRA-LARGE LABCOATS 586257-LCXL £2.99
o741 pm /32017 Membership fee DOUBLE EXTRA-LARGE REPSCRUBS 596267-R52% $4.59
07:35 pm 01/30/2017 Prepaid balance replenishment SMALL REFSCRUBS 596267-RS5M £4.59
07:22 pm 01/30/2017 Credit Card Transaction credit/refund SMALL REPSCRUBS 59A267-RSSM $4.99
07:13 pm 01/30/2017 Prepaid balance credit EXTRA-LARGE REPSCRUBS 596267-RSXL $4.09
07:11 pm 01/30/2017 Vending Purchases LARGE REPSCRUBS 596267-RSLG £4.59
06:53 pm 01/30/2017 Vending Purchases LARGE REPSCRUBS 596267-RSLG §4.29
06:49 pm 01/30/2017 Mermbership fee DOUBLE EXTRA-LARGE COVERALLS 596267-CAZX $3.99
06:32 pm 01/30/2017 Prepaid balance replenishment LARGE REFSCRUBS 59626 7-R5LG 54,59
06:27 pm 01/30/2017 Vending Purchases MECIUM LABCOATS 536267-LCMD $2.99
06:18 prm 01/30/2017 Credit Card Transaction credit/refund EXTRA-LARGE LABCOATS 556257-LCXL 52.99
06:10 prm 01/30/2017 Prepald balance credit DOUBLE EXTRA-LARGE REPSCRIUBS 596267-R52X $4.599
06:01 pm 01/30/2017 Membership fee SMALL REPSCRUBS 596267-RS5M £4.59
05:44 pm 01/30/2017 Membership fee SMALL REPSCRUBS 596267-RS5M 54.29
0537 pm 01/30/2017 Prepaid balance replenishment EXTRA-LARGE REFSCRUBS 596267-RSXL $4.59
0533 pm 01/30/2017 Prepaid balance replenishment LARGE REFSCRUBS 586267-R5LG 54,59

1238515 = Page | 1| of 15 {287 items)

©2013-2016 Vendnovation

User account purchase history

All client actions and transactions, be it wrong PIN code or making a deposit, is
logged in the system. If the wrong PIN code was entered multiple times, a warning
is sent to the client.



Microsoft Application Insights is a base for logging.
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As a competitive edge, a single use scrub set has a special name badge on the
coat that fades out with time, therefore signaling the doctor that the scrub is
losing sterility.

To print a personalized name badge for a scrub set at any hospital, the

badge printing system gets client data from the intermediator badge which is
synchronized with Microsoft Dynamics CRM in real time. This way, the doctor
also gets a freshly printed name badge with a new set of scrubs in any hospital
they work.

“The most challenging job was to enable data-driven subscription reports with
given parameters. The reports are used by vending machine supplier as well
as the hospitals themselves who are interested in their sales commission. The
challenge is that Microsoft Dynamics CRM does not have the required report
form. But it was made possible using DevExpress reporting”, — says Sergey
Gusev, Head of CRM department at WaveAccess.



DevExpress reporting is used to generate reports and send them to stakeholders
automatically. The sending options can be adjusted in the CRM system. The report
looks like this:
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PDF-report is mailed out to system users on a timely basis.

As a result, the stakeholders are informed about their transactions, and reports are
generated on given settings and mailed out as PDF attachments.

The result

In partnership with the customer, a cloud solution is developed to sell single use
scrub sets by vending machines in hospitals.

At a hospital, the healthcare professional is requested to enter their PIN and Client
ID to get scrubs. If they have forgotten to refill their scrubs deposit, they may

call the support line, name their Client ID and the transaction will be processed,
allowing them to get a set of scrubs. All scrub sets include a printed name badge,
based on the Client ID.

All stakeholders (business owners, hospitals, and clients) can adjust their report
settings. Sales department collects data on each vending machine. Hospitals
keep account of their point-of-sale commission that depends on the number of
items sold. And the users, who are healthcare professionals, can track their scrub
expenses and account balance.
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